Nghién ciru

NGHIEN CUU THIET KE MACH TAO MA CHO BQ PIEU HQP
BUS MAY CHU BAO MAT VA CAC THIET BI LUU TRU

Tran Canh Dwong
Truong Pai hoc Tai nguyén va Méi truong Ha Noi
Tém tit
SAN la mét mang luu triv toc dg cao ding cho viéc truyén dir liéu giita cdc mdy chii
tham gia vao hé thong lwu triv, ciing nhw giita cac hé thong leu triv voi nhau. Piéu can
thiét d6 la ma héa dir liéu tai bé diéu hop bus chi, trén toan bg két néi ciia mang SAN va
trén cdc thiét bi luu triv. Md héa cé thé givip ngan chdn viéc ro ri ngdu nhién hodc cé y
tai noi cé dwge quyén truy cdp dir liéu va trén dwong truyén. Thiét bi bao mdt phan ciing
dige sir dung dé ting cieong cdc mé-dun bao mdt phan ciing truyén thong trong van dé
kiém soat cach sir dung khéa va cung cdp méi trieong an toan cho cdc chire nang ma héa.
Bai bdo dé xudt thiét ké mach tao ma cho b dieu hop may chu bao mdt va cac thiét bi
liew trik, ho tro khd nang mdt md cho mé-dun nén tang déng tin cdy ma né bao gom viéc
tao s6 ngdu nhién, tao khéa bat doi xirng, md héa/gidi md bat doi ximg.
Tw khéa: Mang luu trir; BO diéu hop bus may chu; Tao ) ngau nhién; Tao khoa
bat d6i xtng; M4 hoa/giai ma bat ddi xtang; Thanh ghi dich hoi tiép tuyén tinh.
Abstract
Study on the design of a code generation circuit for a secure server bus adapter
and storage devices
SAN is a high-speed storage network used for data transmission between servers
participating in storage systems, as well as between storage systems. It is essential to
encrypt data at the host bus adapter, across the entire SAN connection and across the
storage devices. Encryption can help prevent accidental or intentional leaks where data
access is acquired and along the way. Hardware security appliances are used to augment
traditional hardware security modules in terms of controlling key usage and providing
a secure environment for cryptographic functions. The paper proposes the design of
a code generator circuit for secure server adapters and storage devices, supporting
cryptographic capabilities for the trusted platform module which includes random
number generation; asymmetric key generation; Asymmetric encryption/decryption.

Keywords: Storage area network; Secure Host Bus Adapter (SHBA); Random
number generation; Asymmetric key generation; Asymmetric encryption/decryption;
Linear Feedback Shift registers.

1. Mé dau trién khai hé thong phong thu, to chtrtc mo

C6 nhiéu nghién ctru vé an toan thong  hinh mang, thiét 1ap tuong ltra, s dung
tin trén thé gidi cling nhu Viét Nam, cac  cOng cu phat hién va ngan chén xam nhép,
16i bao mat pho bién cia tmg dung web Ung dung phong chong vi rat va bdo vé
va cach phong chéng. Cac nghién ctru mdy tinh ca nhan, thiét 1ap va cau hinh hé

bao gdm xéc dinh ciu triic tng dung web, thong mdy chil an toan gdm may chi ing
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dung web va may chu co s¢ dir licu, thiét
1ap co ché sao luu phuc hdi, van hanh an
toan. C6 mot s6 nghién ciru vé tin cong tir
chdi dich vu phan tan gom cac giai doan
ctia cudc tan cong, kién tric tong quan cia
mang tin coéng, bién phap phong chong
tn cong tur chdi dich vu. Tan cong tur chdi
dich vu phén tan dugc phan loai gém tAn
cong 1am can kiét bang thong hé thong,
tan cong lam can kiét tai nguyén. Trén
thue t& c6 mot s6 mo hinh thr nghiém,
cAu hinh hé thong gdm ciu hinh Apache,
cdu hinh MySQL hodc cai dit tuong lira
tmg dung web ModSecurity, thiét 1ap hé
thdng Snort dé phat hién va ngin chin
xam nhap.

Quan tri cong ngh¢ thong tin (CNTT)
cung cap kha ning quan 1y va kiém soat
CNTT bao gom sap xép chién lugc, cung
cap gia tri, quan 1y tai nguyén, quan ly
hiéu sudt va quan 1y rai ro. Chirc ning
quan 1y rii ro nham xac dinh cac thu tuc
dé dam bao cac rui ro duoc quan ly day du
dong thoi danh gia cac yéu t6 rai ro cua
cac khoan dau tu CNTT. Ngay cang nhiéu
cac giai phap mang duoc sir dung dé ting
cuong churc nang quan ly rui ro ciia quan
tri CNTT bao gdm quan 1y thong tin va
an ninh mang. Internet di phat trién dé
trd thanh nén tang chung dé két ndi cac
doanh nghiép va cong dong trén toan thé
gidi. Truyén thong tin qua internet giita
cac hé théng va ing dung duoc ndi mang
tinh vi 1a mot tiéu chuan. Mot sé nghién
ctru truoc day da xac dinh sy can thiét cua
cac bién phap bao vé trong viéc van hanh
cac hé thong nbi mang, quan 1y an ninh
thong tin va hé thong ndi mang 1a diéu
can thiét.

SAN (Storage Area Network) la mot
mang luu trir téc do cao. Cac may chu

duogc két ndi trén SAN dé luu trix va truyén
dwr li¢u. Mot giai phap bao mat SAN dua
trén viéc su dung thiét bi bao mat ph?m
cung (Hardware Security Appliance -
HSA) nhu mét giai phap bd sung nham
ting cuong cic md-dun bao mat phan
cung (Hardware Security Module - HSM)
truyén thong trong van dé kiém soat cach
sir dung khoa va cung cip mdi truong an
toan cho cac chiic ndng ma hoéa. Nhom
nghién ctu gém Adrian Baldwin va
Simon Shiu tir phong thi nghiém Hewlett
Packard, tai Bristol, Vuong quéc Anh da
cong bo giai phap ma hoa va trao d6i khoa
trong hé théng mang luu trir SAN.

Pdi voi bao mat muc ciu trac, dia
duoc phan chia dia thanh cac vung. Sau
d6 cac vung nay dugc phan tach trén co
s& cdu tric chuyén mach SAN. Phan ving
cung duogc thuc hién trong cac thiét bi
chuyén mach, phan ving mém duoc thuc
hién trén may chu. Cac ky thudt bao mat
trén co s& phan tach dir li¢u tai thiét bi co
thé chan truy cap trai phép dir licu [2, 3].
Tuy nhién, hé théng van con nhuoc diém,
d6 14 quan tri vién c6 thé cu hinh lai hé
thong SAN tir d6 ké dot nhap co thé thém
mot may phu co quyén truy cap dir liéu
trai phép. Mat khac, dir li¢u khong dugc
mi qua dudng truyén cap quang giita cac
hé thong luu trir va may chii do d6 co thé
that thoat, sai 1éch. Hon nita, hé théng luu
trir trong trung tam dir li¢u va trén cac ban
sao luu co lién quan khong dugc ma hoa
dan dén kha ning bi 10 ri.

2. Thiét bi biao mat phan cirng

Moé-dun bao mat phan ctimg (HSM)
ho trg viée bao vé cac khoa tranh tiép xuc
vO1 hé théng bén ngoai, bao v¢ viéc tao,
luu trir va st dung khoa. HSM thuong
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thyc hién cac hoat dong ma hoéa ma chua
chu trong viéc bao dam viéc khi st dung
cac khoa [5].

Thiét bi bao mat phan cting (HSA)
c6 thé dam bao viéc quan 1y cac khoa

Nghién ciru

va ma héa. HSA c6 chuc nang ma hoa,
bao gdm bo xir 1y chung, bo nhé va
dong hod (clock). Hinh 1 thé hién so d6
mé ta tng dung bao mat cua thiét bi
bao mat phan cing.

(ng dung logic

M3 &ng dun
quan froﬁgg Dt ligu
A trng dun
bao mat g dung
May chi Thiét bi bdo o
(Server) mat phan cing Co so dit liéu
(HSA)

Hinh 1: So dé mé td irng dung bdo mdt ciia thiét bi bio mdt phan cirng

Céc dich vu c6 thé hoat dong trén
nén tang HSA vdi it kha nang bi 15i va ro
ri cu hinh. Thiét ké phan cimg bao gom
cac bo xur ly mat ma, giai ma cac khoa
trong cac thanh ghi.

Hiéu suét thuc thi duoc tbi wu khi viée
ma hoa va giai ma dugc thyc thi tai bo diéu
hop bus may chu (HBA). Trong khi dé
viéc quan 1y cac khoa, quan 1y quyén truy
cap vao dir li¢u, co thé duoc thuc thi (tach
roi cac may chu, thiét bi chuyén mach va
dir lidu tai diém thuc thi (diém quan 1y),
13 mot cong thong tin 1y tuong dé thay doi
chinh sach va kiém tra chit ché cac yéu
cau. Hinh 2 biéu thi so do hé théng SAN
v6i cac diém kiém soat ma hoa bd sung.

Storage
Pool

Hinh 2: So dé hé thong SAN véi cdc diém
kiém sodt ma hoa bo sung

Bo diéu hop bus may chu bao mat
(SHBA) dam bao tin cdy cho tat ca dir
liéu dugc dinh tuyén qua né. Thanh phan
dang tin cdy nay can phai c6 kha ning ma
héa nhanh dam bao thong luong dir licu
cao cling nhu tao khoa va Iuu trir khoa.
Don vi co ban cua dit li¢u s€ phu thude
vao thuat toan ma hoa cu thé. Dit liéu
duoc doc trong cac khdi 128 bit [1]. Cac
khoa ma hoa dugc st dung khong phai
la khoa phién va dir liéu dugc ma hoa co
kha ning van con trén dia trong nhitng
khoang thoi gian dang ké. Do do, cac
khoa nay phai duoc kiém soat can than
va giam thiéu toi da viéc ro ri thong tin
khéa. Luu trit mot sé khoa xac dinh cho
mdi khéi dia sé tao ra sb luong 16n cac
khoa va viéc xéac dinh khoa thich hop cho
khéi d6 trd nén kho khin hon. Nguoc lai,
khi st dung mot khoa duy nhat cho toan
bd phan doan cac bit dit liéu chung co thé
duogc phat hién khi phan tich. Thay vao
do, khoa lich trinh sir dung dugc tao dua
trén viée st dung dia chi khéi dia Block
address dé bién doi tham sd bi mat phan
doan Segment secret. Viéc bién d6i dua
trén ham bam nén kho cé thé truy nguoc
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lai tham s6 bi mat ban dau ngay ca khi
khoa cho mét sé khéi dia bi hong.

Theo co ché cua HSA, ca qua trinh
anh xa va ma hoéa/ gidi ma duoc thyc hién
bén trong phan cimg do d6 tham s bi mat
khong bao gid bi 16 ra ngoai khi phan cting
dugc bao vé. Viéc quan 1y phan phdi cac
tham sd bi duoc kiém soat chit ché. Néu
quan tri vién dinh c4u hinh lai hé théng
luru trit dé co quyén truy cdp vao dir liéu
thi hanh dong do s€ dugc ghi lai.

3. Ma hoéa dir liéu

Mot trong nhitng vin dé& quan trong
trong bao mat cho mot mang do la tach biét
quyén truy cip vao dit liéu. Do d6 nguoi ta
can ma hoa dir liéu tai bo diéu hop bus chu
(HBA) va trén cac thiét bi luu trir. M3 hoa
c6 thé gitip ngdn chin viée ro ri ngau nhién
hodc ¢b ¥ tai noi c6 quyén truy cap dit liéu
va trén duong truyén. Cac khoa giai ma chi
c¢6 thé truy cap dugc trong mot bdi canh
duogc ty quyén. Cac file md hoa khong thé
doc duge. Quan 1y an toan viéc phan phdi
va st dung cac khoa ma hoa cho HBA Ia
mot van dé can quan tim dang muc.

SAN (Storage Area Network) 1a mot
mang luu trit tbe do cao dung cho viéc
truyén dir liéu giita cac may chi tham
gia vao hé thong luu tri¥, ciing nhu gitra
cac hé théng luu trit voi nhau. Piéu can
thiét d6 1a ma hoa dir liéu tai bo diéu hop
bus chu (HBA), trén toan b két ndi cua
mang SAN va trén cac thiét bi luu trir. M3
hoa c6 thé giup ngan chin viéc ro ri ngiu
nhién hodc ¢b y tai noi c6 duoc quyén
truy cap dit lidu va trén dudng truyén.

Lién két nén tang dién toan tin cdy
(TCPA - The Trusted Computing Platform
Alliance) ap dung pham vi rong rai cua
nén tang mdy tinh bao gém cac may chu,

cac ung dung va di¢n thoai di dong. Vi
du mdt may tinh ca nhan co thé st dung
24 gid trong ngay dugce ndi mang cuc bo,
mang intranet, internet.

Muc dich ctia TCPA nhim bao vé viéc
tAn cong phan mém tir nén tang (platform).
Déi voi nguoi ding cuc bd va ngudi ding
tir xa viéc bao vé tan cong phan mém la
can thiét. Nén tang c6 thé kiém tra chit ky
trén mot 0 dia méi hoic tng dung khong
thuoc danh sach dugc phé duy¢t va ghi sy
kién chi khi chit ky khong xudt hién trong
danh sach dugc phé duyét [7].

Mot mo-dun nén tang dang tin ciy
(TPM - The Trusted Platform Module) c6
cac kha nang mat ma sau day:

- Bam (HSA1 - Hashing)

- Tao s6 ngau nhién (RNG - Random
Number Generation)

- Tao khoa bat d6i xing (Asymmetric
key generation)

- M3 hoa/giai ma bat ddi xung
(Asymmetric encryption/decryption)

Hinh 3 1a so dd mé ta nén tang dam
bao tin cay.

----------

Under Owner's
control for Privacy,

=

..........

Hinh 3: So' dé mé t nén ting dim bdo tin cdy

Céng duoc du dinh cho cac khoa dé
ma hoa file va ban tin ma, cac khoa dé
ky dit liéu va cho bi mat duoc ty quyén.
Mot CPU c6 thé chia khoa doi xtng tir
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mot mo-dun nén tang tin cdy (TPM - The
Trusted Platform Module) va st dung no
dé xay dung ma chuyén dir liéu dén mot
TPM va yéu cau TPM ky dir liéu. Cong
hoat dong nhu mot chudi cua céac thao tac
phan biét trén nhiing bi mat riéng.

Mot dic diém quan trong cua nén
tang tin cay do la mot ddi tuong dugc bao
vé TPM c6 thé bi niém phong dén trang
thai phan mém dic biét trong nén tang.
Khi ddi tuong dugc bao vé TPM duoc tao
ra thi phan mém phai ton tai néu bi mat
duoc phat hanh. Khi TPM m¢ mdt doi
tuong dugc bao vé TPM (trong TPM va
an khoi ché do xem) thi TPM sé& kiém tra
su phu hop ctia trang thai phan mém hién
tai so v&i trang thai phan mém di néu.
Néu dting nhu vay thi TPM cho phép truy
cap dén bi mat. Néu chung khong phu hop
thi TPM tir chdi truy cap dén bi mat [7].

Hinh 4 1a So 6 mo ta hé thong phan
cap luu tri.

TPM
Protects (Stored Internally)

P storage Root Key (Asymmetic key)

Protects (Using encryption)

$P FP storageKeys

Asymmetric Authorization Protects (using encryption)
key Shcrel Secret .
(signs data) Symmetric key

” Asymmetric Keys
TPM Protected Objects
o

Protects (using encryplion)

Storage key

Hinh 4: So dé mé ta hé théng phan cdp
lwu triv
4. Thuc hién ma héa bang chudi
gia ngiu nhién
Chudi gia ngau nhién dugc tao bdi
thanh ghi dich hoi tiép tuyén tinh (LFSR
- Linear Feedback Shift Registers) [6].

Nghién ciru

Mot thanh ghi dich hdi tiép tuyén tinh m
tang duoc mo ta bang da thirc m bac co
thé tao chudi m tun hoan véi chu ky 2m
- 1. Céc da thtc nay duoc biéu dién bang
mot vecto nhi phan ¢ = [cm, cm-1, ..., cl,
c0] hodc ky hi¢u vdi vecto bat phan. Vi
du f(x) = x*+x*+x>+1 la mdt vecto nhi
phan 101101 hodc bat phan 1a 2D. Chudi
m théa man dac tinh can béng va dac tinh
d6 dai chay, khién chung ¢ vé ngoai ngau
nhién. Pac tinh can béng thé hién x4c suét
xuat hién bit ‘0’ va bit ‘1’ 1a gin bang
nhau. Mgt budc chay dugc dinh nghia Ia
mot nhom bit cung loai (‘1° hoac ‘0°) lién
tiép ton tai trong day. Do dai budc chay 1a
s bit trong mbi budc chay. Pic tinh chay
trong ddy gia ngiu nhién phai théa man
1a trong mot chu ky cua diy sb tong quat
c6 1/2" s6 bude chay c6 do dai 1a n. Tur
mot diy gia ngdu nhién di c6, néu ta dich
chuyén theo cach dich di 1an lugt ting vi
tri bit sang phai hodc sang trai, ta sé thu
duoc diy m méi co sb phan tir trung hop
va khong trung hop voi ddy ban dau. Ham
tu twong quan cua diy gia ngau nhién c6
dang g?m nhu 1a 2 muc, véi gid tri dinh tai
tré 1a 0 12 dinh va tai céc vi tri khac la rat
thap. Day la thudc do quan trong nhat dé
danh gia d6 gidng nhau cua diy véi cac
budc dich cua nd, véi ham tu tuong quan
duoc xac dinh nhu sau:

.. N, 7=0
R(r)=) aa_ =

~ n“n+r c, r£0

Trong d6 4,=(-1)™ e {+1, -1}, a_e
{1,0}, c Ia mot gia tri nho.

Hinh 5 m6 ta mach tao chudi m sir
dung cu hinh Fibonacci.
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vee m-1 m

Hinh 5: So d6 mé ti mach tao chudi m sit dung ciu hinh Fibonacci

Tu tuong quan la thudéc do mac do
gidng nhau gitta mot trinh ty va cac trinh
tu thay dbi theo thoi gian ctia no. N6 ¢o
thé duoc sir dung dé du doan diém bat dau
ctia chudi PN bang cach phat hién dinh.
Pé dam bao ham ty twong quan (ACF -
AutoCorrelation Function) tot ctia phép
xen k&, trinh ty PN duoc anh xa truc tiép
vao bd xen ké [3].

Cac budc ma hoa bang Matlab nhu
sau [8]:

- Chon mdt da thirc nguyén thuy

- Tao day PN tuong trng vdi da thic
nguyén thiy da chon. Luu trit tit ca S - 1
day dich chuyén cta chudi nay. Tao mot
chudi PN ¢ d6 dai S =2™ - 1 cho mot sb
nguyén m bang cach st dung mot thanh
ghi dich chuyén phan hoi tuyén tinh véi
cac két ndi phan hoi duge xac dinh bai
mot da thic nguyén thuy bac m trén
truong Galois GF(2).

- N&6i thém bit “0” tai cudi mdi diy
dich chuyén tir diy ban diu nham thoa
man tinh can bang gitra s6 luong bit “1”
va sb luong bit “0” trong chudi nay.

- Tim céc cum (lan chay) c6 it nhat
hai bit “1” lién tiép.

- Luu trit vi tri cia cac bit “1” cua
cac cum.

- Giita hai bit “1” lién tiép chén mot
bit “0” tir vi tri gan nhat.

- Luu vi trf hodn doi.

- Tiép tuc cac budc tir 6 dén hét
trinh tu.

- Luu trit cac vi tri hoan ddi, chung ta
c6 mot day hoan vi truc giao.

5. Két qua va thao ludn

Bai viét nay trinh bay giai phap ting
cudng bao mat trong hé thong SAN trén
co s xay dung cach thirc ma hoa va so dd
quan 1y khoa hiéu qua dong thoi sir dung
HSA nhiam bao vé khoa va luu cac quy
trinh kiém soét viéc st dung khoa trén co
so thuc thi cac chinh sach tuong ung [4].
Giai phap dam bao cac dich vu chinh thuc
thi trong phan ctng an toan. Tuy giai phap
nay phai thém hé théng phan ctng, thém
chi phi nhung cho phép viéc ma hoa dir
liéu duogc thuc hién tu dong.

Trong qué trinh tao ma, tic gia lya
chon day phi tuyén c6 d6 dai 1on, do phirc
tap cao va ham tuong quan tot. DO phirc tap
ctia mot s day duogce thuc hién bang phuong
phap 1ong ghép phi tuyén cac diy tuyén tinh
dugc tao bdi by thanh ghi dich phan hoi
tuyén tinh. Ttr d6 dua ra lya chon day c6 do
phuc tap cao nhét, thuc hién tinh toan cac
gié tri 16ng ghép, danh gia dy da tao.
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Pé thuc hién ma hoa, trong bai bdo
nay tac gia phan tich, dé xuit va mo phong

Nghién ciru

Dbé tao mot day m c6 do dai N = 2™ -
1, ta biéu dién da thirc nguyén t6 h(d) bac

mg dung cdu trac xen k& bang thanh ghi m c6 dang nhu sau:

dich chuyén phan hoi tuyén tinh.

m
h(d)=hy+h,d+hyd>+.. +h, d™ +h_d"= Z hd
i=0

Pa thuc nay dua ra mot thanh ghi
dich phan hdi tuyén tinh (LFSR) nhu biéu
dién trong Hinh 6 gdm m khdi biéu dién
cho cic phan tir nhé hay cac thanh phan
flip-flops (cac phan tir tao tré 1 chu ki xung
nhip), mot phﬁn tir nhd ¢6 thé nhé gia tri
‘0’ hodc ‘1°. Tai mdi thoi diém truyén, gia

1 (111
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Il

Q@

@« @: @4
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tri trong cac phan tir nhd dugc dich sang
phan tir bén phai va cac phan tir nhé phan
héi theo dang cua da thirc h(d) 1a cong va
phan hoi dén phan tir bén trai. Phép tinh
téng 1a dugc tinh mo-dun 2, twong duong
v6i phép tinh XOR trong mach dién tur.

\ 4
w)
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A 4

D >
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Hinh 6: Thanh ghi dich phéin héi twong dwong h(d)

Théng ké sb luong da thirc nguyén

td c6 bac m dugce thé hién theo bang sau.

Bac Do dai chuoi So lugng da
(m) (N=2"-1) thire
3 7 2
4 15 2
5 31 6
6 63 6
7 127 18
8 255 16
9 511 48
10 1023 60
11 2047 176
12 4095 144
13 8191 630
14 16383 756
15 32767 1800
16 65535 2048
17 131071 7710
18 262143 7776

M6 phéng chudi PN véi m = 7 (da
thirc X’ +x%+1)

clear all; close all; x1=[1 11111
1]; nl=length(x1); len1=2"nl-1; pI(1,1)
= x1(1,1); z1 = x1; for yl = 2 : lenl
x1=zl; fori=1:nl if i==1) z1(1,i) = xor
(x1(1,6),x1(1,7)); else z1(1,1) = x1(1,i-1);
end end pl(l,yl)=z1(1,7); end subplot
211; stem (pl);
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by

0 20 40 60

Thanh ghi dich chuyén phan hoi
tuyén tinh c¢6 bdc m = 7 tuong tng Vi
chudi PN c6 chu ky 127 bit.

a) Simulate PN series with m

=8
(polynomial x3+x*+x3+x’+1)

M6 phéng chudi PN véi m = 8 (da
thire x3+x?+x>+x?+1)

clear all; close all; x1=[1 1 1 1 1
1 1 1]; nl = length(x1); lenl = 2”nl-1;
pl(1,1) = x1(1,1); z1 = x1; for yl =2 :
lenl x1 =z1; fori=1:nlif(i==1) z1(1,1)

b
80 100

= xor (x1(1,2), xor (x1(1,3), xor (x1(1,4),
x1(1,8)))); else z1(1,i) = x1(1,i-1); end
end pl(1,yl) = zI(1,8); end subplot 211;
stem (pl);

Thanh ghi dich chuyén phan hoi
tuyén tinh c6 bac m = 8 tuong ung Vi
chudi PN c6 chu ky 255 bit. Tuy theo nhu
cau thuc té ta c6 thé mo rong voi gia tri
m 1én hon s€ c6 dong PN c¢6 chu ky 16n
2™-1).

Sau khi chay chuong trinh mé phong,
ta co két qua nhu sau.
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Nghién ciru

Day hoan vi tryc giao dugc mo ta theo bang sau:

Vi tri bit 112(3]4[5[6[7[8[9]10]11|12|13[14[15]16(17[18/19/20]21]22]23
Gid tri bit LI f1r{1jojoj1jojofojojrjojrjojof1fijl1
Vitribitmdi [ 1|3[5]|7[9]11]13]15[2[4[17]6 |8 |10]12]19]14]21|16|18|23|25)|27

Vi tri bit 24125126(27(28(29(30(31(32[33[34[35[36|37[38[39]40[41 42|43 |44
Gidtribit [[1[1[0]1[O0O[1[O0O[1[O]1]1[1[0O]JOJOJOJO]1]1]0O]O
Vitribitmoi ||29]31]20(33]22]35]24]37]26|39 41431283032 |34|36/45|47|38]40

Véii“ 239|240 | 241 | 242|243 | 244 | 245 | 246 | 247 | 248 249 250 | 251 | 252 | 253 | 254 | 255 | 256
Gid |l ol lolololtltltliloltlololololo
tri bit
Vi tri

bit [241]238(243(245(240|242 244|247 249 (251|253 246 (255248250252 (254|256
moi

Diy Gold c6 thé duoc cdu tao tir bat ki cip ddy m ndo. Goi a = {aj,b=1{b } la
mot cip ddy m c6 chu ki N = 2™ - 1 dugc sinh ra tir cac da thirc nguyén t6 h (d) vah,(d)
c6 bac m. Tap hop Gold ki hi¢u 1a G(a,b) dugc cAu tao nhu sau:

G(a,b)={a,b,a®b,a®Tb,a®T"b,..,a®T" 'b}

Trong do, T 1a phép dich day, G(a,b) chta N +2=2"+ 1 day co chuki N=2"-1.
Hinh 7 hién thi so d6 mach tao day Gold.

(e .
S COEECOINCD
fan}
» D » D
Q: Déu ra
{bn}

A 4
v}
y

D

Hinh 7: So dé mach tgo diy Gold

Phan cimng cé thé duoc thuc hién Hinh 8. Véi so do 16ng ghép nay, viée
dé tao day phi tuyén theo phuwong phap thuc hién tao diy phi tuyén c6 thé dugc
16ng ghép. So dd mach tao ddy 16ng thyc hién trén cac phan ciing nhu FPGA
ghép phi tuyén dugc biéu dién trong hay céc chip xir 1y.
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An toan cua thong tin phu thudc hai
yéu té d6 1a khoa ma va thuat toan ma
héa. Trong thuong mai dién tr cac thuat
toan ma hoa thuong dugc cong khai, do
d6 do an toan cua thong tin chi phu thude
vao d¢ an toan cua khoa ma. Trong hé
mat dung khoa gia ngiu nhién, hé thong
s& cung cdp mot sd ngiu nhién ban dau
(key seed - mam khoa) cho thuit toan sinh
khoa dé tao ra khoa ma cho mdi phién lién
lac. Trong qua trinh ma hoa thuat toan ma
hoéa s€ tao ra khoa ma dich cho phién lién
lac d6. No1 mot cach khac, do an toan cua
hé théng s€ phu thudc vao mam khoa va
thuét toan sinh khéa. Dé chéng lai céc tn
cong vét can nham tim khoa dung, khong
gian mam khoa phai di 16n va viéc chon
mam khoa dé sinh khéa phai hoan toan
ngau nhién. Gia sir d6 dai mam 1a n thi
luc lwong khong gian mam sé& 1a 2" khoa
mam. Cic ma gia ngiu nhién trong bai
béo nay dap tmg dugc yéu cau vé do dai
ctia mam khoa bang cach ting bac cia da
thire sinh khoa.

6. Két luan

Thiét bj bao mat phan cing co thé
dam bao viéc quan ly cac khoa va ma
héa. Hiéu suét thuc thi duge tdi wu khi
vi¢c ma hda va giai ma dugc thyc thi tai
bo diéu hop bus may cha. Bo diéu hop
bus may chu bao mat (SHBA) dam bao

{an}

iy

Hinh 8: So dé mach tao diy long ghép phi tuyén

tin cay cho tat ca dit liéu duoc dinh tuyén
qua né. Thanh phan dang tin cdy nay can
phai c6 kha nang ma hoa nhanh dam bao
thong luong dir li€u cao cling nhu tao
khoa va luu trir khéa. BPon vi co ban cua
dir li¢u s€ phu thudc vao thuat toan ma
hoa cu thé. Mot trong nhiing van dé quan
trong trong bao mat cho mdt mang do la
tach biét quyén truy cap vao dit liéu. Do
doé nguoi ta can m3 hoéa dir liéu tai bod
diéu hop bus chu va trén cac thiét bi luu
trit. M4 hoa c6 thé gitip ngan chin viée ro
ri ngdu nhién hodc ¢d y tai noi co6 quyén
truy cap dir liu va trén duong truyén.
Cac khoa giai ma chi co thé truy cap
duoc trong mot bdi canh dugc ty quyén.
Céc file ma hoa khong thé doc dugc. Bai
béo dé xuét thyc hién ma hoa bang chudi
gia ngau nhién cho bo diéu hop bus may
chu dong thoi 1ap phan mém mo phong
xay dung mot s6 mach tao chudi gia
ngau nhién bac m. Nhu vay trén co sé
cac chudi gia ngau nhién bac m ta co thé
nang cao d6 phtic tap cia ma bang cach
tang bac m, mat khac co thé tao cac to
hop tao nén diy Gold tir d6 tang s luong
ma theo nhu cau thuc té.
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